Intelligent

Real Time Freight Supply Freight

Distributed and Disparate Data = - -
Initiative

Solving a Critical Global Need for Authenticated
Visibility of Security Sensitive Hazardous
Materials & High Consequence Dangerous
Good's Supply Chains
ORNL PTS 015471

Presented to: EUrOpean Symposium
Brussels, Belgium
May 6, 2009

Presented by: RanNdy Walker

walkerrml@ornl.gov
OAK RIDGE, TN 37831-6085, OAK RIDGE NATIONAL LABORATORY
PO BOX 2008 MS6085, OAK RIDGE TN 37831-6085




The Global
Supply Chain is
Under Severe
Duress
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Border crossings take between 4 - 8
hours on average
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Aging and failing infrastructure threaten
supply chain efficiency
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Global ports are operating over capacity
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Epic natural disasters strain supply
chain resources
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9/11 was a game changer
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The pessimist sees difficulty in every
opportunity. The optimist sees
opportunity in every difficulty” wiston churchin

% , Globalization
Y . Environment
| « Security

Computational Sciences & Engineering Division RIDGE
BUSINESSSENSITIVE National Laboratory




”Ad Hoc” Evolution
of a Multi-Modal Supply Chain

Just In Time and Lean Manufacturing

Globalization of Supply Chain

9/11 and
Homeland
Security
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No Integration of Freight &
Product Taxonomy

1880s ) Uniform Freight Classification Rail Ratemaking
1930s ) Standard Transportation Commodity Code - Intermodal Ratemaking
Mﬂ,g 1935 ) US Hazmat Regulations

1940s ) National Motor Freight Classification-Motor Ratemaking
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1970s ) International Hazmat Regulations Harmonization

1980s ) “Freight all Kinds” Based Ratemaking

19805 Electronic Data Interchange
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1990s ) Electronic Product Code

Security Sensitive
Hazardous Materials

2000s

DANGEROUS




Security Provides the Motivation to Act

O/11 Act
DOT DHS NRC

Security Sensitive Hazardous
Materials (US) - High Consequence
Dangerous Goods (UN)

Radioactive Materials In
Quantities of Concern

National Source
Tracking System
Regulations

State/Local Law Enforcement, Commercial Industry, Commercial Carriers
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Conundrum: How to access
trapped supply chain data

Established o , Deployed
International &l | t‘ = Technologies &
Regulations IMDG/[!HII‘].‘E“ 1} ' | Standards
Supply Chain
Information
Multiple Federal s Recognized
Databases and Lists L BPrafass Proprietary
SARTIY _ Systems
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World Wide Web = Instant Information

“Internet: absolute communication, absolute
/solation”, - Paul carvel
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“It was impossible to get a
conversation going; everybody was
talking tO mUCh” Yogi Berra
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Web 2.0 = Information Sharing

“I not only use all the brains | have, but all that | can
borrow” - Woodrow Wilson
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“Think like a wise man but
communicate in the language
of the peo

I 77

p e = William Butler Yeats
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Buyer
&
Seller

Consolidation

Freight
Forwarder

Truck or Rail

~ Outbound
Port
Air or Ship OAK
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Port
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Information Matrix

Destination
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Users Add “Their
Data Tags” to the
Bucket

Benefits:

e Low cost — Quick to market

 No Changes to Current Systems

* Popular, proven and intuitive

» Search with partial pieces of data

* Track using “own” information
* Archive granular product data
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World Wide Web
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Start with Radioactive Materials In
Quantities of Concern

Federal Agencies

Suppliers & National Labs
Manufacturers _
Carriers
Academia A Clear & Present Security Need
Standards

Not formalized by UN IAEA

Organizations J States

Freight
orwarders

Shippers &
Consignees

No Commercial Interface

No Ubiquitous Sensing

Proprietary
Tracking
Systems
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RAM Supply Chain Transparency
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What about Security?
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By RANDY JEFFRILS

WASHINGTON — Right now,
computer hackers have the ability to
turn your home computer into a bomb
and blow you to Kingdom Come — and

they can do it anonymously from
thousands of miles aws ay!

Experts say the recent “break-ins™ =
that paralyzed the Amaron.com, o0 ow our =
Buyx.com and ¢ BAY websites are tame L 2

compared to what will happen in the

near future. o
Compater expert Arsold Yabensos, pres-
ideat of the Washimgion based coarumer

group Natiesal CyberCrime Preventicn
Fomadation (NCF'F), says that &s far as com-

puter crime v concerned, we've caly seen o ,

the Up of the icebery. KABOOM' It eyt mod book bhe o, but o bvmocont bome
“The crimsimals who keocked out those . Cormputer Lhe this are con be hurned into 9 deodly woopos.

three major oaline buiseswes are ————

e beast of our worries,” Yabenicn | how compaters werk have trouble |  “As shocking as this is, it shoulda’t | scarier,” Yabenson sakd.

told Weekly World News. ' petting their minds arcund the terri. | varprise anyeac. IUs just (he sext step | "Sosa it will be sedd to terrerists
“There are brillixat but enscrepo- | ble things that can be dene. in an e\er«tabun: progression of | cults aad famatical religious-fringe

lows backers out there who have | It s already possitde for am | horrers comceived and instituted by | groups.

developed technologies that the | assassin to vend sormecme an r-m.ullh:xun |  “Isstead of Mowing up a single

average pervon can’t even dream of | with an insocend-Jooking attachment Yabensea points cut thal these dan- | plane. (hese grosps will be able to

Evea people who are familiar with | comnected 10 it. When he recriver | gerom sociopaths have already: | patch isto the central computer of 3

— downloads the ® Vandalized FII and U, 5. Army | birge airfline and blow =p husdreds

henent, the Brites
sl‘kos ‘un wreak deufh ::c(r:i(.:r:-d v ® Ercken into Chinese malitary | “g.‘\.:‘:tlu:.uu e-mail bombd

and medecelar | networks, program will eventuaily find its way

\ strocture of the ©® Come within two digits of crack- | isto the hands of anyone who wants
un e on om central  pro- | ing am $7-digit Russian secerity cede | it
cessing unit Is | that would bave seat deadly missiles | “That means amyome who has a

¢
y Mﬁs d 1“ alered, cauning | burtling toward five of Amcrica's ma- | quarrel with you, belds a grodpe
ml Pl it to blast apart | jor cities. l against you of just pliin doesn like

like a large “As dangecous as this technology bs | your boky, can kill you and never be
Arneld Yobensen hand grenade. | right mow, it's going to get much ’ found out.”
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In God we trust. All others,
we VIirus scan.

@gmﬂtﬁe]gh; )

 MasterCard

amazoncom

Computational Sciences & Engineering Division
BUSINESS SENSITIVE

OAK
RIDGE



ORNL Supply Chain Testbeds

Real Time Freight
Supply Chain
Systems & Services
Distributed and Disparate Data

Commercial Carrier
Intermodal Tracking

Government Global
Radioisotope Tracking

Port of Entry Tracking
Data Collection and
Exchange

State/Local 1st
Responder and

%

Facility Tracking and
Accountability
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Real Time Freight
Supply Chain
Systems & Services
Distributed and Disparate Data

Government Global
Radioisotope Tracking
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US-EU is developing a multi-modal transatlantic RAM tracking demo
that will integrate Web 2.0, RFID and Faceted Classification
Technologies.
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Real Time Freight
Supply Chain
Systems & Services
Distributed and Disparate Data

State/Local 1st
Responder and
Enforcement Tracking
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Wireless + Sensors + Legacy Databases
+ Web 2.0 = Supply Chain Visibility

Real Time Freight
Supply Chain
Systems &
Services

Distributed and Disparate
Data

Web 2.0 Enabled Sensor Integrations
= Ccommerciiastion WU 400k
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Commercial Carrier
Intermodal Tracking

Government Global
Radioisotope
Tracking

Port of Entry
Tracking Data
Collection and
Exchange

State/Local 1st
Responder and
Enforcement Tracking

Facility Tracking and
Accountability
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Where did the
first picture
come from?
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